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Application of the designation rules for technical services for testing in the
context of the KBA type approval procedure according to UN-R 155/156

1 Introduction

This document is valid in addition to the Rules for designation/recognition for technical services
(categories A, B, D). It is thus binding for all designated by the KBA technical services (TS)
active in this scope.?

After consultation with the Technical Committee (AK-T) or its cybersecurity (CS) sub-group, the
document will be revised in accordance with any guidance received from the competent UN
and/or EU bodies and any experiences made. The respective current version will be published
in the Technology Portal of the KBA homepage.

The respective latest UNECE Interpretation Document shall be observed.

The KBA may authorise exemptions. Respective applications should be made in advance
wherever possible.

2 Responsibilities

The KBA
- Appoints TS in accordance with its designation rules and this document

- Issues and, if applicable, suspends or withdraws the certificate required by the UN-R on the
basis of audit reports and other information

- Issues the type approval

- Organises the exchange of experiences between all interested parties with the objective to
further developing the procedure

- Is responsible for communicating with the relevant UN and EU bodies.

The TS designated for the relevant scope

- In general, carries out the testing of the approval object and the CSMS/SUMS. The KBA
may, at its sole discretion, carry out additional tests.

- Transfers the relevant information submitted by the manufacturer to the KBA.

Hereinafter, the term 6designation ruleso wildl be used instead

2 Only the German version is binding. Translations are for information only.
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Application of the designation rules for technical services for testing in the
context of the KBA type approval procedure according to UN-R 155/156

The assessed manufacturer?
- Grants the necessary access to the premises and information for
o TS within the surveillance period of 3 years

0 The KBA and authorized by the KBA persons during validity of the certificate and/or
type approval

- Provides the TS with the necessary information, documents and records (cf. in particular
paragraph B 2.3) (additional submission to the KBA might be omitted, if this is not required
by individual request or this does not have direct influence on the validity of certificate or
type approval).

3 Definition of terms
Non-conformity: Insufficient compliance with a requirement.

Requirement: Need or expectation that is stated, generally implied or obligatory (EN 1SO 9000;
please also note the explanatory notes there).

Audit: systematic, independent and documented process for obtaining objective evidence and
evaluating it objectively to determine the extent to which the audit criteria are fulfilled (cf. EN
ISO 9000). Within the scope of designation by the KBA, this term is used synonymously with

6assessmentd and the 1ike.
Recommendation:See notes to 6shoul do.

Functionality test: Tests whether the security measures specified by the manufacturer meet
their objective (e.g. testing a secure communication protocol regarding its suitability for software
update) (cf. also Annex 2).

Process capability: Sufficient capability of a process to meet the objectives defined by
regulations, specifications and by the manufacturer with a sufficient probability.

Re-audit: Audit for the purpose of having a certificate renewed for the same scope and
immediately following the period of validity of the previous certificate. Such an audit is normally
to be carried out during the period of validity of the previous certificate. If more than 90 days
have elapsed between the expiry of the previous certificate and the beginning of the audit, the
audit time must be the same as for an initial audit.

Security test: Active attempt by a tester to circumvent security measures (e.g. penetration
tests) (cf. Annex 2)

8 Hereinafter, the term O6manufacturerd wildl be used instead
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context of the KBA type approval procedure according to UN-R 155/156

Stage 1 audit: Audit with the following objectives:

- Evaluation of readiness for the main audit

- Evaluation of documented information

- Identification of site-specific conditions

- Collection of information on the scope of the CSMS/SUMS

- Refinement of planning of the main audit, determination of resources required for the main
audit

For details, cf. EN ISO/IEC 17021-1

Pre-audit: Optional inventory and document review on site, allowing the early detection of
potential weaknesses in the documents and the implementation of the system. It is comparable
to a dress rehearsal, but is generally less comprehensive than the main audit.

Witnessing: Assessment of the performance of testers/auditors by the KBA or a body
commissioned by it. The witness-assessor generally does not directly influence on the activities
of the tester/auditor.

In this document:
- 6Omust o6, O6shallé, 6éis tod or similar phrases de
- 06shoul dbé den o twayfcamplyira evithehp tequidements of an UN regulation or
of the designation rules. A TS may use at least equivalent options, provided that evidence of
this can be provided to the KBA.
- 6cané, O6mayod6 denotes a pospibility (option for

Abbreviations:

AS Authorised signatory

CR Catalogue of requirements

CS(MS) Cybersecurity (management system)

ISMS Information security management system

KBA Kraftfahrt-Bundesamt (Federal Motor Transport Authority)
QM Quality management

RASIC  Responsible, accountable, supportive, informed, consulted
STEM  Science, technology, engineering, mathematics

SuU Software update
TAP Type approval procedure
TS Technical Services

UN-R UNECE Regulation
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Application of the designation rules for technical services for testing in the
context of the KBA type approval procedure according to UN-R 155/156

Part A Designation of technical services

Al General

Designations for testing or auditing within the scope of CS/SU are made on application in
categories A, B and/or D.

They are made in a new Scope (Prifgebiet) 14, Hence the sample size for assessments
increases.

14 Information technology/artificial intelligence/cybersecurity
14-01 Cybersecurity/software update (product testing)

14-01-01 UN-R 155

14-01-02 UN-R 156

14-10 Testing of management systems in the Scope (Prufgebiet)
14-10-01 UN-R 155

14-10-02 UN-R 156

Technical Services may only be designated for CS and/or SU testing/auditing if they are also

designated for testing of whole vehicles within the scope of the respective CS/SU legal act

and/ or if they can demonstrate whHwolse veHhiadlieo®s t
(see No. A 2).

The designation for CSMS/SUMS can only be made if the TS is also designated for product
tests in the respective scope. Thus, for instance, designation for 14-01-01 is a prerequisite for
designation in 14-10-01.

A2 Requirements for the documentation of the QM system

QM documents or extensions to existing QM documents of the TS:

- Procedures for testing/auditing in accordance with UN-R 155/156

- Requirements for personnel involved

- Regulations for handling confidential information (particularly CS/SU-relevant information)
- Where needed: documented interpretation of UN-R and KBA requirements.

To a reasonable extent, the relevant information must, on request, be made available to the
client.
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A3 Requirements for personnel

The requirements of the designation rules shall have effect, in the following specification and/or
with the following additions.

In general, the authorised signatory (AS) is classed in experience category 4 (see designation
rules) for both product and management system testing. The relevant professional experience
should not date back to more than 5 years.

The KBA may, on application, grant exemptions, but reserves the right to intensify witnessing in
such cases.

A 3.1 Personnel for product tests

Requirements for an AS:

- Academic degree in accordance with the designation rules (STEM programs at least in part
including knowledge of the relevant area of application are particularly relevant)

- In-depth knowledge of testing according to UN-R 155/156 within the meaning of Section B 3
(e.g. penetration, fuzz, side-channel, functionality tests)

- Knowledge of the whole vehicle following the relevant content of the KBA framework training
program for AS for whole vehicles (training in a TS designated for testing whole vehicles)

- Knowledge of and skills in applying (automotive) methods of risk analysis

- Knowledge of and skills in auditing management systems in the automotive industry
(preferably including CSMS/SUMS).

A 3.2 Personnel for evaluation of management systems

Requirements for an AS:

- Academic degree in accordance with the designation rules (STEM programs at least in part
including knowledge of the relevant area of application are particularly relevant)

- Expertise according to ISO/IEC 27001 with focus on cybersecurity in the automotive
industry, ISO 21262 with focus on cybersecurity or at least equivalent relevant requirements

- Successful completion of training as an auditor of management systems
(comparable to EOQ)

- Atleastlyearbs (3 auditsd) experience as an auditor
- Knowledge of and skills in applying (automotive) methods of risk analysis

- Knowledge of the whole vehicle with regard to interaction of systems and components.
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Furthermore, the 6 R e q u i ts feripersoennel of a technical service for auditing a CSMS
accordingto UN-R 155and 1 5 6 6 Aanexlgshall have effect.

Where the requirements under A 3.1 and/or A 3.2 are not met, the following will be accepted:

- The AS himself/ herself has at | east one year ds
out/supervising and evaluating the relevant test procedures (participation in relevant panels
will be taken into account), and
- The AS has provided evidence of basic knowledge of the interactions and the potential risks
of systems and components in a whole vehicle. Such evidence was provided to the head of
a TS designated for O6whole vehicleb6é or to an A

- The AS is being supported by relevant technical experts in the areas where there is a lack of
knowledge/skills.

- Knowledge of the relevant area of application may have been acquired after completion of
the academic degree.

A 3.3 Maintaining competence

The AS for product testing and the AS for evaluation of the management system, all auditors
used within this scope as well as technical experts shall take part in an exchange of
experiences in applying UN-R 155/156 at least once a year. At least once every 3 years,
experiences within their own TS shall also be exchanged. This exchange of experiences may
be carried out along with other exchanges of experiences in the TS; however, it must address
the issues of auditing/homologation testing within the area of CS/SU for a proportion of time to
be determined by the head of the TS.

It is desirable, where such contracts exist, that they take part in relevant audits at least once a
year (with the AS for product testing and the audit team leaders also taking part in planning and
carrying out product tests and the annual document review).

The KBA and the head of the TS may make further arrangements.

The head of the TS shall document the requirements for all personnel involved in his/her QM
system.
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A4 Designation procedure
A 41 General

The KBA may consult technical experts for its assessments. The nhames and, on request, places
of work of the technical experts will be communicated to the TS. Assessors and technical
experts may, in individual cases and with sufficient reasons, be rejected by the TS.

A 4.2 First designation in the Scope (Prifgebiet)

The decision on the designation for the relevant Subscope (Prifumfang) will be made following
an office and witness assessments. It may be made provisionally after the office assessment,
subject to successful withessing. The KBA will decide on the scope of any measures in the
event of extensions in the Scope (Prufgebiet) 14 at its sole discretion.

Reasonable consideration will be given to accreditations for tests under UN-R 155/156 and/or
ISO 21434 and other accreditations; these may lead to a shorter inspection.
A 4.3 Surveillance

Surveillance in the Scope (Prufgebiet) 14 will be performed in accordance with the general
designation rules.

In case of designation for Subscope (Prufumfang) 14-10, there will also be at least 1 witness
assessment in the course of the surveillance period (2.5 years), if relevant audits take place.
To that end, the TS shall notify the KBA no later than 4 weeks before any such audit.
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Part B Tests by the TS as part of the TAP

B1 General

The objective of the tests/audits is to demonstrate that

- The installed system is suitable, adequate and effective, in particular, that the installed
processes are sufficiently capable? of implementing the objectives and functions specified by
the UN-R and the manufacturer;

- There is no significant risk to security, the environment, or health within the scope of
UN-R 155/156;

- The information provided by the manufacturer has been verified;

- The manufacturer has implemented its documented measures in a satisfactory manner.

The manufacturer is expected to develop and implement risk analyses and other analyses and
measures/products in accordance with good engineering practice. Reasons must be given for
any divergence from such practice. In that case, the TS will evaluate the appropriateness of
such divergence and note this in the report. This applies, in particular, to cryptographic
methods.

If in case of lack of full competence of the AS, technical experts have been called on, such
experts shall sign for the accuracy of the relevant partial results for which their expertise was
used in the internal files of the TS.

In that case, the assessment by the person signing the test/audit report must not be more
favourable than that by the respective technical experts. Any exceptions to this rule must be
justified in the report or in the covering letter to the KBA, stating the dissenting opinions.

The KBA and the TS store documents and data of the manufacturer only if this is absolutely
necessary and only for the necessary time in an appropriately safeguarded environment. If not
defined otherwise in this document, the retention periods as defined in the respective KBA
Recommendations should be applied. TS and the KBA are allowed to open data and
documents to third parties if there is a legitimate interest and if the manufacturer has not
explicitly required confidentiality. The KBA or the TS inform the manufacturer prior to publishing.
Such a publishing shall be recorded.

4 Mathematical-statistical evidence is not required.
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B2 Auditing and other assessment of the CS and SU management system
(CSMS/SUMS)

B2.1 General

In general, the KBA will only issue certificates for CSMS and SUMS according to UN-R 155/156
to manufacturers of whole vehicles within the scope of the respective UN-R. If other
manufacturers apply for an audit for the purpose of obtaining such a certificate, it is strongly
recommended that the KBA be consulted before such a contract is accepted.

As a general rule, for each manufacturer, the complete relevant management system must be
audited and evaluated.

Unless otherwise provided in this document, it is recommended that the general requirements of
ISO/IEC 27006 in application to UN-R 155/156 be applied.

Alongside the reports listed under No. B 3, the TS shall submit to the KBA designation body
information on all facts relevant to a type approval according to UN-R 155/156 of which they
have become aware.

B 2.2 Scope and type of first test and monitoring

Prior to the first decision on a certificate, and at least every 3 years thereafter (re-audit) (if the
holder of the type approval is interested in the continued validity of the type approval), an on-
site audit (main audit) must be carried out. Thereafter, there shall be at least a document review
every 12 + 1 months.

If considered necessary by the TS or the KBA on an ad hoc basis, further on-site audits (e.g.
Stage-1 audits, follow-up audits, special audits) and document reviews may be carried out.
More than one pre-audit per application for an initial certificate or for extension of the certificate
is considered to be consultation and thus inacceptable.

Between audits, the TS shall evaluate any information with relevance to the certificate of which
it becomes aware. The manufacturer shall be required by the TS to provide all relevant
information. The TS shall derive from this any additional monitoring measures that may be
required and shall notify the KBA in the event that this is of major significance to the continued
validity of the certificate or the type approval.

B 2.3 Document review
B 2.3.1 General

Documents and records must be suitable for ensuring and demonstrating the capability of the
rel evant manufacturerds processes.

Manufacturer, TS and the KBA agree on appropriate communication channels. The document
review may be carried out on site, if appropriate. In that event, no more than one third of the
time for document review must be allocated to the on-site audit time according to No. B 2.4
(except for parts appertaining to the risk analysis).
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The annual document review between on-site audits may be limited to documents marked (*)
and other documents with major changes.

Documented information, software and other audit evidence in possession of the manufacturer

shall be Il eft in its possession; no copies shal/l
sufficiently informative to describe the facts and to document the objective evidence. In

exceptional cases, originals or copies may be requested from the approval authority. For that

reason, the assessed organisations must be required to keep essential documents for no less

than 12 months following the audit.

B 2.3.2 Minimum scope of the document review according to UN-R 155
The organisation to be assessed shall submit at least the following documents and possibly
existing records to the TS:
- Completed KBA catalogue of requirements® and referenced documents, if applicable
- Required documents® according to UN-R 155 (cf. Annex 1 to the UN-R)
- Description of the CSMS containing at least the following:

- General principles

- If applicable, exclusions with respective justification

- Project-related cybersecurity management

- * Continuous cybersecurity activities

- Risk assessment methods

- Cybersecurity management in the product life cycle (design, development,
production, operation and maintenance, disposal)

- If applicable, measures for ensuring CS in respect of suppliers/service
providers/subcontractors

- CoP and market surveillance in relation to CS
- Information management with respect to CS (internal, external)
- General process landscape of the manufacturer, showing cybersecurity aspects
- Organisation charts showing cybersecurity aspects
- Description of roles in CSMS processes (RASIC)
- Risk analysis with associated initial and test information

- *|If applicable, a list of CSMS-relevant suppliers/service providers/subcontractors with their
respective duties and responsibilities and an assessment of the relevant risks

- Procedures, test plans, test instructions and any other documents related to CSMS

On prior arrangement, the KBA will also accept at least equivalent catalogues of requirements and/or reports.
If the contents of the documents form a subset of further documents listed in this section, a reference to the documentation with
appropriate notes will be sufficient.
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- * Results of tests/audits carried out (overview)

- * Records related to ensuring CoP and to market surveillance in respect of CS, in particular
to any CS incidents (including attempted attacks)

- * Records regarding enquiries from external parties regarding CS

B 2.3.3 Minimum scope of the document review according to UN-R 156
The organisation to be assessed shall submit at least the following documents and possibly
existing records to the TS:
- Completed KBA catalogue of requirements® and referenced documents
- Required documents according to UNECE-R 156 (cf. Annex 1 to the UN-R)
- Description of the SUMS containing at least the following:
- General principles
- If applicable, exclusions with respective justification
- Risk assessment methods (including security risk analysis)

- SU management in the product life cycle (design, development, production,
operation and maintenance, disposal)

- ldentification and reporting capabilities in relation to the software installed and
activated in the vehicle

- If applicable, a list of SUMS-relevant suppliers/service providers/subcontractors with
their respective duties and responsibilities, including an assessment of the relevant
risk

- CoP and market surveillance in relation to SU
- Information management with respect to SU (internal, external)
- General process landscape of the manufacturer, showing SUMS aspects
- Organisation charts showing SU aspects
- Description of roles in SUMS processes (RASIC)
- Risk analysis regarding SUMS with associated initial and test information

- *If applicable, a list of SU-relevant suppliers/service providers/subcontractors/other relevant
parties with their respective duties and responsibilities and an assessment of the relevant
risk

- Procedures, test plans, test instructions and any other documents related to the SUMS
- * Results of tests/audits carried out (overview)

- *Records related to ensuring CoP and to market surveillance in respect of SU, in particular
to any SU incidents (including attempted attacks)

- * Records of enquiries from external parties regarding SU
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